Security Assessment
Activities

a. Vulnerability Assessment

b. Penetration Testing

c. Manual Audit
d. Black-box & grey-box audit
e. Application Security assessment
f. Process & Policy Audits
Scope

a. Web Applications

b. Servers

c. Network

d. Enterprise Applications
Framework

a. 1ISO 27001/BS7799

b. PCI/DSS
Benefits

a. Quickly determine the major risks and
vulnerabilities of the current
infrastructure and services.

b. Create the basis for developing a

manageable improvement plan,
and implement a staged improvement
program.

c. lIdentify high risk areas to be
examined in subsequent  in-depth
assessments.

d. Give key stake holders increased
confidence that the organization s
committed to maintain the
Confidentiality, Integrity & Availability

(CIA) of critical information assets.

Security Implementation

Set up an Information Security Management
System(ISMS), according to ISO 27001
requirements.

a. Policy and Process design & Implementation
b. Training & Awareness

c. Business Continuity Planning

d. Disaster Recovery Planning

e. Setting up Security Operation Center

Security Management

Using our proprietary audit & compliance
management  tool Appin Radar, we can
manage your information security needs.
Appin Radar, has been nominated as one of

the “Best IT Implementations 2008” by PC
Quest (May 2008). This sophisticated program
allows us to monitor every single device or
application on your network - all at one time, on
one dash board.

Services:

a. Audit, Compliance & Vulnerability Management

b. Patch Management

c. Intrusion Management (IDS, IPS, Content
Filter, Gateway Anti-virus, Anti-spam, Firewall)

d. Monitoring of critical servers, applications and

Devices

Networking Monitoring

Log Monitoring & Analysis

Identity & Access Management

Sa@ ™o

Forensics & Incident Response

VPN Management
j. Data Encryption

» Vulnerability Scanning
» Penetration Testing
» Ethical Hacking

24*7 Device Management & Monitoring <
» People/ Process Audit

Periodic Vulnerability Scanning & Patching <
Incident Response <
Computer Forensics Audit

Compliance Management <
Product / Software Management <

Manage Report
L » Risk Assessment
Secure » Comprehensive reporting

Patching Vulnerabilities <

Security Architecture < » 1SMS report
Consulting & Training <
Software Implementation <
Perimeter security <
Security operation center <
implementation of ISMS <

Our Clients

» Policy & Procedure Documentation
» Product / Software recommendation

o

BHARATSANCHAR NIGAM LTD.
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Director (Technology Interface)
President's Secretarial

Rashtrapati Bhavan
New Delhi -110004

10 July 2007

TC WHOMSOEVER [T MAY CONCERN

Appin Sccunly Group had conductsd a Proof of Concept
technical audil of c-governance Data Centre at Rashrrapaith Bbhavan
which comprises of e-governance portal and Knowledgs Portal, during
the month of May 2007, The audil was successfully completed and
patching of rescurccs was also done. The audit was found to be

satisfactory.

«Technotogy Intartacs
Presidont's Secretarat
Masterar~*+Bhavan New Drik



MEWS LIMITED

ZEE NEWS LIMITREI

Appin Sceurity Gronp bas suceessTully conducted the technical audir of
Zeenews and Tiave submitted the report tor the same with patehing
details.

Far Zeenews Limited
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Vipavant Kumar
AVP-LT

FC-1Y, Scc-164,

Film City,Noida-201301
Ph :95120-2511182



/»-"““_ : : FRECISION ELECTRONICS LTD.
/ Precision D-11% Sector-3, NOIDA-201 301 [INDIA}
' Tal +81-4H1-2551556/57 25551 76/7 7
Fax: r01-120-25243%7, 81.11-26840 040

E-mail. irlo@oelodiz com

WRL: hlp thanenae pelindia, com

14" May 2007

To Whom [t May Concern

This is to certify that "Appin Security Group” successfully conducted a number of
security technical audits and vrovided training & deliverables in the Information
Technology field.

Thanking You,
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Chekeficer — IT

Precision Electranics Limited
Emazil: vidur kanodia@pelindia.com
Mobile: +91 9940 383 153

Regd. Oficz: D-1087 . Mew Friends Golany, Mew Delhn - 110065
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CENTRAL BUREAU OF INVESTIGATICON
Government of India
Econainic Offences Unit - 1X
ath Fleer, 8lock 3, C.6.0, Comgplex,

Ledki Aoad, Mew Delhi-11007%3
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This is in reference to your visit to GBI an 12/10/2007 ta interact with the

investigators of the Cyber Crime invaestigation Cell on the issue of hacking,

phishing and botnets, etc. The interaction was highly beneficial and insightful

i thank you far your visit and hape that this wauld ba only tha beginning of a

mutuaily beneficial refationship for the purpose of hghting Cybar Crime.

bovbn Aeats Gndles,

Shri Rajat Khare,
Director,

Appin Security Group,
Madule il 2™ Floor,
TBI Unit, IT Campus,
New Delhi-110 0186,

Yours sinceraiy

N

{Rakesh Aggarwal)
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DEPARTMENT OF INFORMATION TECHNOLOGY
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315 2004-CERT-In {Wal.n QB0 2007,
To

MYs Appin Software Securiy Pvi Ltd
TEN, Module - 3,

NT, Hauz Khas,

Defhi . 11006

Kind Alln : Mr. Rajat Khare, Director

Subject: Empanelment as an Information Security Auditing Qroanisation

=ir,
Kindly refer i your applisalicn for empaneiment in response to our Netificafion ive, 3(15)2004-CERT-
In {Vol I}, dated 28/05/2007, and cansznl {orm, dated 041082007, confirming your accgptance of the terms and

conditions of the empanelment as set out in lhe said communicaben,

| am directed to declare that Dirertor, CERT-In, is pleased |o empanz! Mis Appin Software Security Put
Lig a3 an Informzlion Securily Audiling Crganisalion with immediate effzcl for the serod up to kay 31, 2008,
for carmrying out informalicn security audils, ineluoing vuinarability assessment and penstration 12stng of e
systems and networks cfl various organisations of the Government, ontical infrastructure organisations and
tnose in other sectars of the Irdizn Economy

Kinely acknowledoe the recant of the latter We look forward o 2 porpeselul re stionshic with vour
organisation.
£
Youes fajlhfully,

7
"k'."{{‘v
(B J SrimafF)
Senior Direcior f Soientist 'G, CERT-In
T, D11-24263138
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MUNEESH GOGIA
Dy. General Manager {IT)

{ AIRT WTenl & I2T )

MAHANAGAR TELEPHONE NIGAM LIMITEL

{A Government of India Enterprise)

HIAHY HT:[, ST AT, 7tk Floar, T.E. Builging
g-oftemr= =1 Wi, 8 -Bhikaji Cama Place
oy TIEAT- 110 0BG New Oelhi-110 06
ZENE (T Y : 26182102 Ph. Q) 26183172:
Eor= 1 78185819 Fax 1 26185811

Dated at N the 3 October, 2007

To Whom 1t May Concern

Appin Security Group has successfully candueted the

Technical Andit of Customer Care Application including Ounline
Bill Payment, Billing Applicadon for Mahanagar Telephone
Nigam Limited in the month of August, 2007,

The Audit was successfully completed and the report

submutted within stipulated time. The exercise was successful,

)

M edra
{Muneash Gogia)
v G MIT)



NUOCLEUS SOFTWARE EXFORTS LTD.

Appin Security Group,
TBIU, Module-3, HIT {Delhi,
New Delhi.

Mavember 1, 2007

TO WHOMSOEVER IT MAY CONCERN

“Appin Security Group has conducted a proof of concept application security
testing of cur product BankOnet during the Menth May 2007, The testing was
completed and patching was also done successiully.

The testing was found to be satisfactory”

For Nucleus Software Expars Limited

y b 4
: W F_-
Sandhya Verma
Vice Fresident

Raga. Offics Coarparale Offico !

23-35, Thyagraj Nagar Marker, A-33, Seclor - &2, NWoida,
MWew Dethi - 110003 India U.F. - 201307, Ind a
Tel. @ +91-11-24827552 Tel =+ 91-12D—24D4ﬂ_51}
Fax +91-11-2482087 2 Fax @ + S1-120-2403072

Emai’ : mzel@rnucleussofhuara com

Ermail :nsel@ nucleussoftwars, com
YWeb o owwwnucleussoftvare.com

Webk o wenw nucleussoftwars. com



TULIP

To Whomseever 1t May Concern

Tlereby we state that Appin Security Group' has conducted and completed the rechnical audit during

our preparalion for an IS0 27001 certification at our to be cortified sites i1 Oklla Phase 1, Now
Delhi

INew Dethi, December 28 2007

For Tulip IT Services 1 td

Afsheesh Gupta Sagcha Heylmann

Head NOC ;{)ualit}f Manager

L Appin S5PL implies Appin Software Security Private 1imited

Tulip IT Services Ltd.

C-160, Okhla Imdustrial Area Phase-] New Delhi-110 020 | Tal, - +91-11-41878007 | Far: +91-11-416878002 | Website « ww
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